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S6: 1281 /STTTT-CNTT&TT Bic Giang, ngay 05 thang 9 nam 2023
Vv kiém tra, ra soat, cap nhat 16 hong an toan
thong tin anh hudng cao va nghiém trong trong
cac san phdm Microsoft cong b thang 08/2023

Kinh gur: ]
- Cac so, co quan thudc UBND tinh,;
- UBND cdac huyén, thanh pho.

Thuc hién Cong vin s6 1500/CATTT-NCSC ngay 21/08/2023 ctia Cuc An toan
thong tin, Bo Thong tin va Truyén thong vé viéc 16 hong an toan thong tin anh hudng
cao va nghiém trong trong cac san pham Microsoft cong bd thang 08/2023.

Nham bao dam an toan thong tin cho hé thong thong tin, S& Thong tin va
Truyén thong dé nghi cic co quan, don vi trién khai thuc hién cac noi dung sau:

1. Kiém tra, ra soat, xac dinh cac hé thong thong tin st dung hé diéu hanh
Windows c¢6 kha nang bi anh huong. Thuc hién cap nhat ban va kip thoi dé tranh
nguy co bi tan cong (tham khao thong tin tai Phy luc kém theo).

2. Tang cudng giam sat va sin saing phwong an xur 1y khi phat hién c6 dau hiéu
bi khai théc, tan cong mang; déng thot thuong xuyén theo doi1 kénh canh bao cua cac
co quan chire niang va cac td chirc 16n vé an toan thong tin dé phét hién kip thoi cac
nguy co tdn cong mang.

3. Giao cho Trung tdm Cong nghé thong tin va Truyén thong kiém tra, ra Soat,
cap nhat 16 héng bao mat cho cac may chu, may tram st dung hé diéu hanh Windows
tai Trung tam tich hop dir liu;

Moi vudng méc trong qua trinh trién khai, d& nghi lién hé dau méi hd tro:

+ Ong: Ha Ting Duong, Pho Giam déc Trung tim CNTT&TT. DT: 0989285071;

+ Ong: Nguyén Vian Tuan, PTP ATTT, Trung tim CNTT&TT. DT: 0963268868;

+ Ong: Pham Van Chinh, Chuyén vién Trung tim CNTT&TT. BT: 0976637337,
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(Kém theo Cong vin s6 1281

Phu luc

Théng tin 16 hong bao mat
ISTTTT-CNTT&TT ngay 05 /9/2023

ciia S¢ Théng tin va Truyén théng)

1. Théng tin cAc 16 hong an toan thong tin

STT CVE

Mo ta

Link tham khao

1 | CVE-2023-38181

- Diém: CVSS: 8.8 (Cao)

- M6 ta: 16 hong trong
Microsoft Exchange Server
cho phép dbi twong tin
cong thuc hién tdn cong
Spoofing.

- Anh huodng: Exchange
Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38181

2 | CVE-2023-21709

- Piém: CVSS: 9.8 (duogc
Microsoft danh gia la Cao)
- Mo ta: 10 hong trong
Microsoft Exchange Server
cho phép d6i twong tin
cong thuc hién tan cong
nang cao dic quyeén.

- Anh huong: Exchange
Server 2016/20109.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-21709

CVE-2023-35368
CVE-2023-38185
CVE-2023-35388
CVE-2023-38182

- Piém: CVSS: 8.0/8.8
(Cao)

- Mo ta: 16 hong trong
Microsoft Exchange Server
cho phép dbi twong tin
cong thuc thi ma tur xa.

- Anh huéng: Exchange
Server 2016/20109.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35368

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38185

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35388

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38182




STT

CVE

Mo ta

Link tham khao

CVE-2023-35385
CVE-2023-36910
CVE-2023-36911

- Diém: CVSS: 9.8
(Nghiém trong)

- M6 ta: 16 hong trong
Microsoft Message
Queuing cho phép dbi
tugng tan cong thyc thi ma
tur xa.

- Anh huong: Windows
10/11, Windows Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35385

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36910

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36911

CVE-2023-29328
CVE-2023-29330

- Piém: CVSS: 8.8 (duogc
Microsoft danh gia la
Nghiém trong)

- Mo ta: 16 hong trong
Microsoft Teams cho phép
d6i twong tan cong thyc thi
ma tir xa.

- Anh hudng: Microsoft
Teams danh cho iOS, Mac,
Android, Desktop

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29328

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29330

CVE-2023-36895

- Piém: CVSS: 7.8 (duogc
Microsoft danh gia la
Nghiém trong)

- Mo ta: 10 hong trong
Microsoft Outlook cho
phép ddi tuong tin cong
thuc thi ma tur xa.

- Anh huéng: Microsoft
Office, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36895

CVE-2023-36896

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Excel cho phép
d6i twong tan cong thyc thi
ma tu xa.

- Anh hudng: Microsoft
Excel, Office, Office
LTSC, 365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36896




ma tu xa.

- Anh hudng: Microsoft
Office, Office LTSC, 365
Apps.

STT CVE Mo ta Link tham khao
- Biém: CVSS: 7.8 (Cao)
- M6 ta: 16 hong trong
Microsoft Office cho phép | https://msrc.microsoft.co
8 CVE-2023-35371 doi tugng tan cong thuc thi | m/update-

guide/vulnerability/CVE-
2023-35371

2. Huwéng din khic phuc

Bién phap tot nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong an toan théng

tin néi trén theo hudng dan cta hang. Quy don vi tham khdo cac ban cap nhat phu hop

cho cac san phém dang str dung tai link nguén tham khao tai muc 1 caa Phu luc.

update-review

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/8/8/the-august-2023-security-




		phongng_stttt@bacgiang.gov.vn
	2023-09-05T16:56:58+0700


		2023-09-05T17:16:42+0700


		2023-09-05T17:16:56+0700


		2023-09-05T17:17:14+0700


		2023-09-05T17:17:31+0700


		so_tttt_vt@bacgiang.gov.vn
	2023-09-05T17:18:04+0700




