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Vv canh bao mi doe thude Togi Runsomware Heér Nét, ngdy 06 thdng 02 ncain 2015

mé hod div Higu A& thng i

Kinh givi:

‘; ,) mm 4!\”\ TR (“!h\ - Cée SO Thdng tin va Truyén thing

:M‘ ; 3;\ 5}(5’,\_ o Cde don vi chuyén irfich ve CNTT cde BH, Nganh

i D g+ ALHGE] IS \ - Che thanh vién mang ludi g cttw sy ¢d Intornet Vigt Nam,
CChayln i

T pau thang 0172014 thang qua phuong Hén lsuytn (thong (Bao 1CTNews), Trung
tam Ung ottu khiin cAp méay tnl Viél Nam (VNCEL A1) dii dua ya cdnh bio L P gl
dang Infermnet ve vide wudl hién su xudf hidn v lay Jan cla md dde ma hod du ligu
Rangomware (rén he didn hanh Microsoft Windows lai Vi€l Nan. Trong thang
0172015 va diie LGt thot plan pin diy, Trusg tAm VNCERT nhin du‘m; nhiéu (hdng, tin
phin dnh vi viée liy nhitm cic plzwn ban mai cne md die Ransomware nhe C1T8
Locke/Critroni hofic Onion trong nhidu co quan 1tH chie tai Vidt Nam. Trung tim
VNCERT nhin thiy dziy 12 Toai mi dic rit nguy hidm, ¢ thé din dén mit mat dir lidu
lén trong cac co quan, (8 chire v ¢d nhin, dic bigt Ihi bi ahicm ma dde v efe @i ligu
i bi md boa thi kKhing, ihé khoi phue di lidu, Mot st trwomg hop co e e hidn duge
nhung (& nbidu thei gian vachi phi v khong 4 thé lkhoi phie Tai duge toan b div Hié
Do ol hink: 1y Tan hién nay ritt )luu, tap, (lc nehi cde o quan, i ehtic cin chl y v
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Ging, cudmg edng te phong ng i SuY b o hE iy ra

Hai phiremg phip 1ay Tan chivyeu cna ma dic Ransonnvare 1

- G 1ep tin nhiém mi doe kem (heo thar dien W, ki nguot st dung kich hoat t&p
(i dinh kem thu dién W s8 Kun ldy nhicm ma doe vao may tinh,

-G tha dién (0 hoiie tin nhin dién Wy co chiva dudng diin dén }h i mém bi pia
mao bad mi dée Ransomware v dinh lira nguoi st dung truy ciip vao dudng din nay
dé vo ¥ (y cal dift ma dge Enomdy tinh,

Ngodi ra may tinh con e h By nhidm h(‘)n s qua cie con dudng Khae nhu Hy fan
£ b

qua cae thidt bi haw i, Wy qua cai dat ( phin mén, sao chép div lidu, phin mén

Wi dde Ransomware s kKhi iy n hidm vao may tinh ngudi bi hat s¢ do quét CAC
(@ tin tai ligu cd dudt mo réng, nhues doe, Jdoex, pdl, xls, xlsx, dpp, 2ip vy B¢ Sn Ll
ch cde thidt bi Lo Uit én may ngn nhin va iy dimg mi hoa va ddi én cde ©p tin do
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bing cacl st dyng hudt fodn ma héa vai khoa edng khai, nidt 6 loal ma dge con ticn
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hanh khéa may tinh nan nhén khéng cheo st dung. Sau dé ma doe s€ yéu cu ngudi bi
hai thanh todn qua mang (thé tin dung, hodc bitcoin) dé liy dwoe mat khdu giai mé cac
(@p tin dit bi m# héa trdi phép, Hién nay vin chua ¢ phﬁn mém hodic dich vy thuong
mai ndo cho phép gidi mé cac &p tin da b mi ddc Ransomware ndu khong 1y duge
mat khau gldi mi cha tin tdc phat tan ma doc.

DE phong nglra cde logl il ddc Ransomware trong tinh hinh hign nay, Trung tam
VNCERT khuyén céo cdc don vi thare hign mot so bign phap sau:
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1. Chiiy phong ngiva dé han ché t6i da kha niing bi nhidm mi dde:
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- Thiét 1p quyen ngudi st dung khéng & ché d quan tri hé thong (admin} va

thict 1ip cdc cau hinh bao vé (&p tin khdng cho xda, stra cic (&p di lidu quan trong mt
cich ty ddng, Ngin chin thyre thi tng dyng tlr ¢de thy myc chia dit ligu.

- Thwong xuyén cidp nhiit ban va, phién ban méi nhit cho hé dién hanh va phin -
mém chdng mi doc (Kaspersky, Synmatee, Avast, AVG, MSE, Bkav, CMC, v.v...).
Khuyén khich cdc co quan, t6 chite st dung cée phién ban phi“m mém phong chéng mi
ddc c6 chite niing dam bagan toan khi truy cdp mang Internet va phat higa mi dc truc

tuyéen. '

Trm

- Thuong xuyén stv dung phin mém diét méd dje, virus kiem tra mdy tinh, & luu

feft d€ phat hién sdm néu xudt hién ma dde teén thidt bi,

- Cin cht v canh gide véi cdce t8p tin dinh kem, cic dudng din (link) duge giii
dén qua thu dién ty hojic tin nhén, han ché t01 da viéc truy cip vao cdc dudng dan ndy
vi tin tic ¢6 thé danh cép hojc gia mao hom thu dién t ngudt g phat tn cée két nbi
chira mi doe.
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- 8t dyng phan mém diét virus kiém tra cde t€p tin duge gii qua thu dién ttr, tai

(0 trén mang vé tnede khi kich hoat, Néu khong can thiet hodc khong 18 ngudn goc thi
khéng kich hoat cdc t§p tin nay.

- Tt ché d6 tr ddng md, chay cédc tép tin dinh keém theo thu dién .,
2. Thye hién sao lwu dinh ky dit li¢u

Can tién hanh sao tuu dinh ki di lidu thudng xuyén dé co the khoi phuc dit Heu
khi may tinh bi Ransomware gly hai, cdc co quan, to chite ¢d the tham khio mdt s0
bi¢n phdp sau:

- Sir dung dfa CD ROM, DVD ROM dé sao luu dit ligu 1a phwong phép don gian
va an toan, fuy nhién khong duge thudn tién khi st dyng lau dai va thudmg xuyén,

- S dung cdc & hwu iy USB, & dia cim ngodi, § chia sé mang v.v... Can chit y dit
ligu trong cdc & luu trit nay hoan toan cé thé bi anh hudng néu k&t ndi vao may tinh di
bi nhifm mi ddc Ransomware. Do vy phai dam bdo may chua bi nhiém ma dde trude
kkhi sao hkru hode khdi dong may tinh (r & dia khoi ddng ngoai khi thue hidn sao luy dé
ddam bdo an toan.




St dung cée cong cy, gial phdp chuyén dung dé sao hrw nhut ede méy chi qudn

Iy (&p tin, mdy chii sao luu tir xa, cde cong oy lou telt ddm may cho phép khoi phye lich
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st thay ddi cia tip tin ma khi xay ra sy ¢o ¢6 (he khéi phuc lai tir thot digm trwde do...

3. Xiv 1g khi phét hign bi 1y nhiém mé dde

Khi ma ddc Ransomware 13y nhiém vao may tinh bi hai, mi dje s@ tién hanh mé
hoa che tép tin dir lidu trong mdt khoang thoi gian ddng thot kKhéa may tinh cha npudi
ding dé ngudi dimg khdng can thigp ¢ 1t tién trinh dang chay. Do da, vige phan tng
nhanh chong khi phat hign ra su b ¢6 thé ginp gidm thiéu thidl hai cho cde div ligu
chita trén méy bi nhidm v thng khé ning khéi phuc cde dir ligu b mé hoa, Cu thé 14
ddi v&i cde mdy tinh ¢4 nhdn khi phdt hién cd ddu hidu bi lay nhifm ma doc
Ransomware cin phai nhanh chéng thye hién cde thao tic sau:

- Nhanh chéng tit méay tinh bing cdch ngit nguon dién (chirc niing shutdown cla
hé didu hanh Windows di bi chiin khong con tac dung).

- Khéng duoe khdi dong lai mdy tinh theo cdch thong thudng ma phai khaéi déng
lat mdy tinh tr h§ didu hanh sach (L § dta CD/DVD hay USB) hoic théo 6 cling ra dé
két ndi vao may tinh sach khac. Sau do thye hién kidm tra ofic tép dit lidn va sao hw
cde dit lidu chua bi mé hda,

- Céc t&p tin di bi mi héa hau nhu khong thé giai mi duge nhung trong mét $6
redng hop cé thé st dung céc phdn mém khoi phye dit lieu (FTK, BaseUs, R-
STUDIO) dé khoi phuc cac t&p tin nguyén ban da bi xéa. Do viy, néu khong ¢é kinh
nghi¢m xtr 1y sy ¢ ndy cin yéu cdu sy hd trg sém cha cde chuyén gia an todn thong
tin dé gidm thicu cac thidt hal khi xdy ra sy cb.

. Cai dit lai todn bd hé thong, cai phin mém diét virus cfip nhét phién ban mdéi
nhét va tién hanh quét kiém tra ma ddc toan bd may tinh trwde khi sao chép trd lai cdc
dit li8u an toan d& sao luu vado may tinh,

Pé gitp céc co quan chire ndng theo dai, phén tich va phan (mg nhanh chong véi
cac loal m doc méi, ngay khi phdt hi€n xdy ra sy ¢b v& ma dbc Ransomware cﬁn
nhanh chong théng béo vé& diu mdi tmg ciu sy ¢b cta VNCERT. Thong tin déu mdi
tiép nhin sy ¢d: Phong Nghiép va - Trung tim VNCERT, s6 dién thoai:
0934424009/0436404421 hodic qua email: ir@vncert.va.
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