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THOMG TU
| Quy dinh Danh muec {iéu chuéin biit bude ap dung

ve chir ky s0 va dich vu chibng thue chiv ky s6

Cén cur Ludt giao dich dién tie ngay 29 thang 11 nam 2005;
Cén cir Nghi dinh s6 26/2007/ND-CP ngay 15 thing 02 nim 2007 cia

Chinh phit quy dinh chi tiét thi hanh Ludt giao dich dién i vé chi k86 va
dich vu clhimg thue chit ky s6, Nghi dinh 56 106/201 1/ND-CP ngay 23 thing
11 ném 2011 va Nghi dinh s6 170/2013/NP-CP ngay 13 théng 11 ném 2013;

Céin cit Nghi dinh 56 132/2013/NB-CP ngéry 16 thang 10 néim 2013 ciia
Chinh phit guy dink chirc ndng, nhiém vu, quyén han va co cau 16 chire ciia
Bé Thong tin va Truyén thong,

Theo dé nghi ciia Vu trucng Vu Khoa hoc vé Céng nghé,

B trudgng Bd Thong tin va Truyén théng ban hanh Théng tw quy dinh
Danh muc tiéu chudan bat bude dp dung vé chir ky sé va dich vu chimg thue
chit ky so.

hs A vome A »
Dieu 1. Pham vi diéu chinh

Thoéng tu nay quy dinh Danh mue tiéa chuén bat bude ap dung vé chi

ky s6 va dich vy chimg thuc chit ky s6 (Phu luc kém theo).
Piéu 2. Pbi twong ap dung
Thong tu nay ap dung 481 vai
1. T chire cung cAp dich vu chiing thuc chit ky s6 quéc pia;

2. T6 chite cung cap dich vu chiing thue chit ky s6 cong cong;



3. T6 chire cung cap dich vu chimg thue chii ky s6 chuyén dung dugc
B6 Thong tin va Truyén thong cap pidy chimg nhan do dicu kién dam bao an

toan cho chit ky s6;

4. T6 chtre cung cap dich vu ching thuce chii ky s6 nude ngoai duoc B

Thong tin va Truyén thong cap gidy cong nhén.
Pieu 3. To chire thwe hién

1. Theo ting thoi ky, B& Thong tin va Truyén thong xem xét, stra doy,
b6 sung Danh muc tiéu chuan bat bude ap dung vé chit ky s6 va dich vu
ching thuc chit ky s0 quy dinh tai Diéu 1 cta Thong tu nay pht hop vai tinh

hinh phat trién céng nghé¢ va chinh sach quan ly cia Nha nude.

2. Vu Khoa hoc va Cong nghé cd trach nhiém chu tri dinh ky ra soét,
cdp nhat Danh muc tiéu chuan bat budc ap dung vé chit ky s6 va dich vu

chimg thyre chit ky s6 quy dinh tai Diéu 1 cia Thong tu nay.

3. Trung thm Ching thye dién t& qubc gia ¢d trach nhiém huong dén
viée 4p dung cdc tiéu chudn thude Danh mue tiéu chuan bat bude ap dung vé
chit ky s6 va dich vu chiimg thuc chit ky s6 quy dinh tai Diéu | ctia Thong tu

nay.
Pitu 4. Diéu kbodn thi hanh
1. Thong tu nay ¢6 hiéu lue thi hanh ké tir ngay 15 thang 9 nam 2015,

2. Quyét dinh s6 59/2008/QD-BTTTT ngay 31 thang 12 nim 2008 cua
B& trudng BO Thong tin va Truyén théng ban hanh Danh muye tiéu chudn bit
budc ap dung vé chit ky s6 va dich vu chting thue chit ky 56 hét hicu lue ké tur
ngay Thong tu nay ¢6 hiéu hue, trir quy dinh vé “IJam bam bao mat” tai muc
2.3 c¢lia Danh muc tiéu chudn bit bude ap dung vé chir ky sb va dich vu ching
thye chit ky s6 ban hanh kém theo Quyét dinh s& 59/2008/QD-BTTTT tiép

tuc cd hiéu lye den hét ngay 31 thang 3 nam 2016.

3. Trong trudng hop ¢6 sy khae nhau gitia quy dinh cia Thong tu nay
v6i quy dinh cua Thong tu 22/2013/TT-BTTTT ngay 23 thang 12 nam 2013

ban hanh danh muc tiéu chuin k¥ thudt vé img dung cong nphé théng tin
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frong co quan nha nudc vé cung mdt tiéu chuin lign quan dén sty dung chii ky
o6 va dich vu chimg thuc chit ky s6 do cie td chic cung cap dich vu chimg
thuc chit ky s6 cung cap trong co quan nhid nude thi ap dung quy dinh cua

Thoéng tu nay.

4. Chanh Vin phong, Vu trudng Vu Khoa hoc va Cong ngheé, Giam doc
Trung tdim Chimg thue dién tr quoc gia, Thu trudng cac co quan, don vi
thude B, cic 16 chirc va ca nhén 6 lién quan chin trach nhiém thi hanh

Théng tu nay.

5. Trong qué trinh thue hién, néu co kho chin, virdng mac, cac co
quan, t& chite va ca nhén phan dnh kip thoi vé 136 Thong tin va Truyén thong

48 xem xét, giai quyét./, %

Noinhin:
- Thil twdng va cdc Phé Thil twéng Chinh phu;
- Vian phong TW Dang;
- Viin phong Téng Bi thu;

- Van phong Ch tich nuoe;

- Vin phong Quéc hoi;
- Vin phong Chinh phu

- Uy ban qubc gia vé g dung CNTT;

- Ban Chi dao CNTT ctia co quan Pang;
- Uy ban Trung wong Mat trin To quoce Viét Nam;

- Car quan Trung wong cla cic dodn thé;
- Toa 4n nhan dan t6i cao;
- Vién Kiém sat nhan dén t6i cao;
- Kiém toan Nha nudc;

- Céc B, co quan ngang Bo, co quan thude CP;
- Uy ban nhén dén cic {inh, TP true thudec TW;
- Pon vi chuyén trach v& CNTT cic B, co quan ngang BE,
co quan thude Chinh pha;

- 86 TT&TT céc tinh, thanh phé true thude TW;
- Che & chirc cung cip dich vu eining thwre chit ky sb;
- Cue Kiém tra vian ban QPPL (B6 Tu phép);
- Cong bao, Cong thong tin dién tir Chinh phy;
-BSTT&TT:

+ B trirdng va cac Tha trudng;

+ Cac co quan, don vi thude Bo;

+ Cong théng tn dién th;

Laru: VT, KHCN (5D).







Phu lue

BANH MUC TIRU CITOAN BAT BUQC AP DUNG vE CHUKY SO
VA DICH VU CHONG THUC CHU Y 56

(Ban hkanh kén theo Thong so: 06/2015/TT-BITTT ngary 23 ihdang 3 ném 2015

cita Bé trudng Bé Théng tin va Truyén théng)
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50 Loai Ky hicu Quy dinh
11} tiéu chuin fiéu chuian | cla tidu chuin Ap dung
1 | Tiéu chuin bdo mit cho HSM va thé mit mi

Yéu chu an
ninh dbi vai
ki an ninh
phén cling

| HSM

1.2

FIPS PUB
140-2

Security Requirements for
Cryptographic Modules

- Yéu cau toi thicu
mie 3 (level 3)

Yeéu ciu an
ninh d6i vei
thé Token va
Smart card

FIPS PUR
140-2

Security Requirements for
Cryptographic Modules

L

2.1

- Yéu céu t6i thicu
muce 2 (level 2)

Tiéu chuan mif mi va chiv ky s6

Mat ma phi
doi1 xitng va
chit ky s6

- Phién ban 2.1

- Ap dung lwoe db
RSAES-OAEP dé
mé hoa va
RSASSA-PSS dé
ky

2.2

MAat ma doi
Xung

PKCS #1 RSA Cryptography
Standard

TCVN Cong nghé thong tin - K§

7816:2007 thuat mat ma - Thuit toan

(FIPS PUB mé hoa dit igu AES

197y

NIST 800-67 | Recomumendation for the

Triple Data Encryption
Algorithem (TDEA) Block
Cipher

Ap dung mot trong
hai tiéu chuéan

2.3

Ham bim an
toan

FIPS PUB
180-4

Secure Hash Standard

/\p dung mat trong,
sdu ham bam:
SHA-224,
SHA-256,
SHA-384,
SHA-512,
SHA-512/224,
SHA-512/256
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Ky hidu

Tén dhy di

Quy dinh

Khung quy
ché chimg
thwe va chinh
sach ching
thu

REC 3647

TT | tiéu chufn _ticu chufin clia tién chuin ap dung
3 | Tiéu chuén thong fin, di lién o
- . \ .. erne R C b : 3 N w7
3.1 | Pinh dang RIFC 5280 in}(fm:_t DE ?OJ 181)1'?{,&}
chiimg (hu sé n .IaSjil,l(.J ure erty lClcii(,,
vi danh sach and Certificate Revocation
N i : 5 Ygape £
t.hu }161 Chl’l‘ng }_:ISt (C/I{L) I ].Oil]@
the 56
3.2 | Ca phap PKCS #7 Cryptographic Message Phién ban 1.5
thong digp Syntax Standard
mat mi
3.3 | Ct phap PKCS #8 Private-Key Information Phién ban 1.2
théng tin Syntax Standard
khoa riéng -
3.4 | Caphidp yéu | PCKS#10 Certification Reguest Phi¢én ban 1.7
cau chimg Syntax Standard
| thye B |
Giao dién PKCS#11 Cryptographic token Phién ban 2.20
35 giao tiep vai interface standard
1 céc thé mat
mi -
3.6 | Ch phép trao | PKCS #12 Personal Information Phién ban 1.0
doi théng tin Exchange Syntax Standard
| cdnhin -
4 | Tiéu chuin chinh sdch va quy ché chimg thire chiv ky sb

Internet X.509 Public Key
Infrastructure - Certificate
Policy and Certification
Practices Framework

Tiéu chudn gino thive lou triv

Luge d6 Giao
thirc truy
nhép thi mye

RFC 2587

RIFC 4523

internet X.509 Public Key
Infrastructure LIDAPV2
Schema

va truy xudt chirag thu s

,

hat tiéu chuan

Lightweight Directory
Access Protocol (LLDAP)
Schema Definitions for
X.509 Certificates

Ap dung mot trong

Lo
[
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{uy dinh
ap dung

Ap dung tidu
chudn RFC 2251
hodic bd bdn tiéu
chudn:

RIC 4510,
REC 4511,
RFC 4512,
REC 4513

ca hai giao thire
FTP va HT1P

Ap dung mot hodc

56 Logi Ky hicu Tén diy di
TT | tiéu chufiin tieu chudn ctia tiéu chuan
5.2 1 Giao thice RFEC 2251 Lightweight Directory
truy ahdp thu Access Protocol (v3)
muc . ) . : .
' RIFC 4510 Lightweight Directory
Access Protocol (LDAP):
Technical Specification
Road Map
RFEC 4511 Lightweight Directory
Access Protocol (LDAP):
The Protocol
RFC 4512 Lightweight Directory
Access Protocol (LDAP):
Directory Information
Models
R¥FC 4513 Lightweight Directory
Access Protocol (LDAPY:
Authentication Methods
and Sceurity Mechanisms
6| 'iéu chuiin kifm tra trang thai ching thir sb
6.1 | Giao thie RFC 2585 Internet X.509 Public Key
{ruyén, nhén Infrastructure - Operational
chimg thu s6 Protocols: ¥TP and HTTP
va danh sach
chimg thu s6
| bithu hoi ,
62| Glaothite | RFC2560 | 7200 Ditemet Fublic By
cho kiém tra Infrastructure - Online
(rang (hai crtiftcate status protoco
chimg thu s6
e tuybn )
7 U'Tieu chodn dich va cdp diu thoi gian
7.1 | Giao thie cdp RFC 3161 Int‘ejme-t }"599 I{El_bhc Key
dhu thoi gian IE]]LI astructure - ' 1me
i Stamp Protocol (T5P)
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Ouy dinh

Dieh vy cip
dau (hot gran

TCVN 7818-

Con g nghé théng tin - K§

1:2007 thudt mat mi - Dich vu tem
(ISO/IEC thoi gian - Phan 1: Khung
18014- tbng quat

1:2002) )
TCVN 7818- | Coéng ngh¢ thong tin - K¥
2:2007 thuéit méat ma - Dich vu tem
(ISO/EC thoi gian - Phan 2: Co ché
18014 - tao thé doc lap

2: 2002)
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{iéu chuan:
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12007 0 T,

e e BETY
2:2007
TCVN 7818
3:2010

TCVN7818-

3:2010
(JSO/MEC
18014-
3: 2009)

Cong nghé thong tin - K§
thuit mat ma - Dich vy tem
thoi gian - Phin 3: Co ché
tao thé lién két
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